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Abstract

This work addresses the passivity disturbance analysis for delayed discrete-time sys-
tems under quantized event-triggered communication and deception attacks. To ease
network load and minimize communication overhead, an event-triggered mechanism
and a logarithmic quantizer are introduced individually. The influences of event-
triggered, quantization, stochastic terms, and cyber attacks are combined within a
single unified framework and by designing a suitable Lyapunov—Krasovskii functional
(LKF), we establish sufficient conditions that ensure asymptotic stability of the sys-
tem. The proposed method derives stability and passivity conditions that allow larger
admissible delays and stronger tolerance to disturbances, leading to improved control
performance. Building on these results, a resilient event-triggered control approach is
formulated using linear matrix inequalities (LMIs). In addition, when external distur-
bances occur, further conditions are derived to guarantee system passivity. In the end,
the proposed method demonstrates its effectiveness through four numerical simulation
examples, which include comparative studies that assess control accuracy, achieving
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an approximately 83% reduction in communication needs as compared to traditional
control schemes, and maintaining computational efficiency.

Keywords Discrete time - Event-Triggered - Lyapunov-Krasovskii functional -
Time-Varying Delay - Passivity Analysis

1 Introduction

In recent years, discrete-time systems (DTSs) commonly appear in modern control
applications where measurements and control signals are handled in digital form. Such
systems provide an appropriate modeling framework for implementations based on
computers, embedded platforms, and networked control architectures. Discrete-time
systems offer advantages such as flexibility, high efficiency, and high accuracy, and
in engineering practice, discrete models incorporating external disturbances are more
commonly employed [33],[18]. Discrete time models are provided system descrip-
tions compatible with the behavior under sampling and holding, as well as allow for
advanced control design to be seen at intermediate levels between theory and imple-
mentation, given in [1]. New Lyapunov functionals and delay-dependent techniques
are used to establish less conservative stability conditions for DTSs with time-varying
state delays, which significantly improve upon earlier results in [5]. The work [7]
focused on a free-weighting matrix approach to output feedback control for linear
DTSs with interval time-varying delays is developed, leading to the development of
new stability criteria and controller syntheses. In [29], [30], the authors investigate a
robust Hy, control method for discrete-time T—S fuzzy switched memristive stochas-
tic neural networks and an event-triggered switched system with transmission delays.
We observe that robust synchronization DTS analyzed in [25],[31] under actuator and
nonlinear perturbations.

The study of passivity in discrete-time systems with delays has gained significant
interest among researchers in recent years. A focus on passivity offers a natural energy-
based perspective for the analysis and design of control systems, since passive networks
yield or dissipate but do not generate energy, and it has several attractive features in the
context of control theory applications are proposed in [19]. In article [20], the authors
propose a sufficient condition of passivity and saturation overflow of delayed DTS
under exogenous disturbance. A general free-matrix-based summation inequality is
proposed in [21]. With the help of the passivity and passification case discussed in
[27], the authors are presented in article [23], the event-triggered synchronization
problem for delayed neural networks and provide an analysis for the stable interaction
of clustered multi-agent systems. In [8],[24], A passivity-based stabilizing controller
for robots to ensure robust operation under dynamic uncertainties are explained. The
articles [9],[2], a passivity-based method to accelerate convex optimization, linking
control-theoretic energy concepts with algorithmic convergence, were proposed. In
this paper, the block diagram of the control problem based on [30] for networked
systems under deception attacks as it is addressed is depicted in Figure 1.
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Fig.1 The DTS with quantizer under deception attack [30]

The communication scheme is only in connection with the time-triggered struc-
ture, where a calibrated sampling period is applied. With the increasingly wide use of
cyber—physical systems and networked control systems (NCS), event-triggered con-
trol (ETC) has been considered in [22] (see Tables 1 and 2), as a useful paradigm to
alleviate communication burden and enhance resource utilization, it has the advantages
of saving computing resources and reducing communication occupancy. In the work
[14],[34] quantized event-triggered synchronization of discrete chaotic neural net-
works in the presence of stochastic deception attacks, and some sufficient conditions
are considered. In [32], strict dissipativity-based synchronization is established for
delayed static neutral neural networks with an event-triggered scheme, by which sta-
bility, communication cost, and networked multi-agent applications have been proved.
The papers [26],[6] are investigated to outline current progress and future research
directions under the periodic disturbances and the nonlinear adaptive ETC. In paper
[15], the author’s are explained markovian switching rules, ETC approach, and cyber
attacks for synchronization under external perturbations. Resilient control of nonlinear
discrete-time state-delay systems subject to uncertainties and external disturbances is
utilized in [28],[17]. On fault estimation and control of unknown discrete-time sys-
tems using a data-driven parameterization approach is presented in [13]. In article [4], a
theorem-based approach using the matrix exponential and spectral radius to efficiently
and reliably assess Hurwitz stability. In paper [3], the authors are focused on bounded
input and bounded output stability analysis for linear type invariant systems under the
basis of Howland’s eigenvalue separation theorem. The authors investigated a hybrid
neuro-fuzzy transfer function, an independent neutral fuzzy nonlinear model, and a
Wiener output-error nonlinear system to identify the time-delay model of a Hammer-
stein—Wiener system, where the static and dynamic components are represented using
the former approaches in [12],[11],[10]. To the best of the author’s knowledge, pas-
sivity disturbance analysis for delayed discrete-time under ETC and deception attack
has not been studied so far, which motivates the present study.
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Table 1 Comparison of Quantized ETC with passivity of DTS

References Passivity Quantized Event-Triggered Resilient
[21] 4 X X X
[27] X X v X
[26] v X v v
[6] X X v X
[17] X X X v
Our work v v v v

Inspired by the above literature, this study introduces quantized event-triggered
control for DTS with time delay affected by stochastic deception attacks and passivity
disturbance is considered. A sufficient condition is derived to ensure the asymptotic
stability and passivity performance of the addressed system by LKF. The main con-
tributions of this work are as follows:

1. The quantized ETC design technique has been developed for DTSs via passivity
disturbance and stochastic deception attack.

2. We examined a problem for DTSs, where the control inputs are simultaneously
characterized by quantization and cyber attack.

3. Asymptotic stability is analyzed using the LKF. Moreover, important lemmas and
definitions are used to solve and obtain control gains through LMI for DTSs.

4. The effectiveness and applicability of the developed conditions are demonstrated
through various examples. The proposed method is less conservative, and com-
parison results are illustrated in the numerical examples section.

The paper is organized as follows. System characterization, definitions, and lemmas
are presented in Section 2. Sufficient conditions for asymptotic stability and passivity
constraints with ETC of the system under consideration are given in Section 3. Three
illustrative examples and an application are provided in Section 4. The conclusion is
proposed in Section 5.

Notation: In a matrix * denotes symmetric term. X’ and X~! represent transpose
and inverse of matrix X. Positive definite matrix (semi positive definite) X expressed as
X > 0(X > 0). I represents identity matrix of the appropriate dimensions, sym [X] =
X 4 XT. R™ and R” represent m-dimensional and n-dimensional Euclidean space,
respectively. R"*™ is the set of real n x m matrices. diag {...} represents block diagonal
matrix. ||.|| stands for the Euclidean norm.

2 System Description

The DTS along quantized ETC as follows
x(@+1) =Ax (@) + Agx (¥ —d(¥)) + Bu(?), ey
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when an external disturbance w(?}) acts on system (1), then it can be rewritten as
follows [34]:

x(W+1) =Ax@®) + Agx (@ —d(®)) + Bu(®) + Fw (), )
y(@) = Dx(¥) + Ew(?),

where, x (¢) € R" is the system state vector, u(¥}) € R™ is the control input. w () €
R” is external noise signal which belongs to /5[0, co), y(¥}) represents output vector
of the system. A, Ay, B, F, D, and E are known matrices that have appropriate
dimensions. d(¥) denotes the time varying delay which is positive integer, d; and dj,
are the lower and upper delay bounds, respectively and d; < d(¥) < dj,.

This article adopts the logarithmic quantizer g(-) defined as follows to enhance
transmission efficiency in communication channels

q(0) = [q1(v1), g2(v,), - , g, (0)]", Vo eR", 3)

where, g;(-) (1 < j < r) denotes the j th quantizer with the quantized density repre-
sented as ' (0 < n' < 1). This set of quantization levels is given by

r= {:tui — 1 Dug, i = +1, 42, ] U{0}, uo > 0. 4)

Moreover, the j** quantizer can be expressed as:

Ui, ;Mi <c=

1+Olj l—Otj ui,
gj(c) =10, c=0, ©)
_CIJ(_C)» c < Ov
with o; = ([1—nD1/[1+ D).
Accordingly, g;(c) can be represented as
qi(c) = (1 + Ayj)c, (6)

where, qu € [—Olj,a’j).
Defining A, = diag {Aq j }, the quantization of the state can be expressed as

q(c) = (1 + Ay)c, (N

According to definition of A,, by selecting A = diag{ay, az, - - - a,} an uncertain

A A —1 A A
real-valued time-varying matrix ¥ = A;A  and satisfying Ty <1
In general, there are kinds of quantization in the field. One is logarithmic quan-
tization (5). The other one is well-distributed quantization, which can be expressed
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as
1 1
0, —-§<U<§,-
q(v) = 1i, Aol cp < 2Hli=1,2,.. ®)

—q(~v), v<—3.

By comparing (5) and (8), instead of dividing a uniform range of input signal, as
is used in uniform quantization, into equal quantization levels/logarithmic divisions,
divide the range by step values which are proportional to each level’s own size and
based on the amplitude of its samples. This approach lowers the errors for small
signals, i.e., improves accuracy, and save resources for large signals. Accordingly, a
logarithmic quantizer is adopted to enhance the efficiency of communication.

To mitigate the problem of inefficient transmission, an event-triggering mechanism
is introduced, which helps to ease bandwidth usage. The sensors then release the latest
data at time x(¢%;) and x(¥%; + j) provided that the following triggering condition is
fulfilled:

Bl (NRB; () > px” () Qx (), ©))

where, ﬂsT =x +j)—x@), p € [—1, 1) represents proportional threshold, and
Q > 0is a positive definite matrix.

If condition (9) holds, the event detector is able to transmit the most recent data.
The subsequent event-triggered instant can then be expressed as follows:

x (0 + 1) = x(@) +min {187 )LL) > px" GRx@) | (10)
Jz

Here, x (¥;) represent the present transmission instant, while x (¢; + 1) indicates the
upcoming instant.

Owing to the influence of the practical ETC, the subsequent sampled state x (¢ +
J) (G €10, ¥j+1 — ¥; — 1]) will not be transmitted at the instant ©%; 4+ j. In addition,
x(9; + 1) satisfies

B ()R () < px () Qx (9). (1)

It is assumed that the system is influenced solely by network-induced delays. Let
h; represent the delay associated with i th transmission, where h; € [fy, hag]. b and
hy are the positive constants. Clearly, j* € N* holds.

The following subsets are defined over the given time interval [¢; +h;, 941+ hit1)

hi <h(®) < h, velti+hi, 0 +hy+1),
hi <hy <h@) <h, 9 €U Wi+ hy + .9 +hu+j+1.  (12)
hi <hy <h@) <h, ©€[¥+hy+j*0+hit).
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Here j = 1,2, 3, ..., j* — 1. Based on (12), one has

[0 + hi, 0 +hy + 1)
[0+ hi, Dit +hiv) = U W0+ h + 4.9 + b+ + DY (13)
Ul +hy + 75, 0 + hivr).

The following function is defined as

O — 0, O €9 +hi, % +hy+ 1),
h@) =39 =0 —j. 9 e U ' Wi +hy+j. 0 +hy+j+ D} (14
O =0 —j*, O eUl +hy+ %0+ hit),

and

0 v el +hi, % +hy+1),
Bs) = 1x @) —x(W; + /), P € VWU 10 + har 4 J. 9+ hog + ] + D),
x() —x@ +j%), v eUld +hy+j* 0+ hitr).
(15)

According to (14), the expression becomes
0<hm<h;i <h®) <h, (16)

where, 1 = 1+ hy,.
Therefore, based on the ETCs (9) and (15), it follows that for ¢ € [0 + h;, §;41 +
hit1)

Bs" (9)RBs(9) < plx(® — h(®) + B (N QL(x (@ — h(®) + BsPN]. (17

Because the controller’s signal is susceptible to appropriation, leakage, or mali-
cious damage, it may result in failure when considering the opening of the network
account. In this case, the random deception attack is assumed to be directed at the con-
troller. Generally, a nonlinear function A (x (%)) that is related to x () can be used to
describe the attack signal. Next, a new controller design model that takes into account
cyberattacks and quantized event-triggering is introduced as

u(@) = Klgx(@;) +n(@)hx(®))],
=K + A)lx@ — h(®)) + Bs ()] + n(@)Kh(x()). (18)

Let n(¥) € {0, 1} be arandom variable governed by a Bernoulli distribution, which
characterizes the probability of the cyberattack occurrence. Moreover, the nonlinear
function k(x () is assumed to satisfy the following Lipschitz conditions:

[h(x) =h(WI < A =Y, 19)
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where A denotes a constant matrix that serves as the upper bound of x(-).

Remark 1 The cyberattack is represented by a nonlinear function, the control input
in (18) can be expressed in two possible forms. When 7(¢) = 0, the input becomes
u(@) = KU + Ay[x(@ — h(?)) + Bs(¥)] meaning that no attack occurs during
the information transmission. Conversely, when n(¢) = 1, the input is given by
u(@) = KU + Ap[x (@ — h()) + Bs ()] + Kh(x(¥)), which reflects the situation
where the controller is influenced by malicious attack signals. The stochastic nature
of this process is characterized as follows:

Prob{n(®) =1} =n, Prob{n(@)=0}=1-—7, (20)

where 7 denotes a predefined parameter.

Substituting equation (18) into (1), the system can be reformulated as follows.

Xx(@+1) = Ax(®) + Agx (@ — d(®)) + BK(I + A [x(® — h(®)

21
+Bs ()] + n(0)Kh(x(D)).

Definition 1 [21] System (2) is said to be passive. If there a scalar @ > 0 such that for
all w(?¥) € [0, oo), the following inequality holds under zero initial condition:

s 2
2> Ywl) = —a Y w' (Hw@). V9 >0. (22)
i=0 i=0

Lemma 1 [14] For a given matrix R > 0 satisfying RT = R > 0, integers g > q1,
any discrete-time variable x : [q1, g2] — R", the inequality holds as follows:

qu.R~>U1TR 0 vl
(q2—q1) Y_ n"()Rn(i) > va| [0 A(q1,92)3R] [v2]’

i=qi
- | T R 0 V]
~[v2] |0 A(q1,92)3R]||v2]’

whege, nk) = ztk + 1) — z(k),v1 = z(q2) — z(q1),v2 = z(q2) + z(q1) —
2 g @i/l — a1 + 1D, p(q1. q2) = (g2 —q1 + 1/b—q1 = 1]) for 2 — q1 # 1,
and p(q1, q2) = 1 forqy —q; = 1.

Lemma 2 [14] For a real value /§ € (0, 1), a matrix R satisfying RT =R >0, and

any matrix S satisfying [f zi| > 0, the matrix inequality holds as follows:

iR o0 RS
o ez [f )
OITB *
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Lemma 3 [28] For any real matrices o1, 02, and o3 with appropriate dimensions and
03Ta3 < I, it follows that

T T_T T -1_T
010302 + 0,5 03 07 < 140107 + 1, 05 02, Yn, > 0.

3 Main Results

This section presents an improved stability criterion for system (21). Using an aug-
mented LKF, a sufficient condition is established to examine asymptotic stability in
delayed DTSs. For simplicity,

—d— T
r@) = [x CODY 4 xT(s) Zf:gl_dle(S)]

ek = [0y (k—1)n Tnxn Onx(16—k)nls k =1, ...16. For example
e =[000001 000 ],
——
10 times
AV, =Vy@+ 1) = Vy(P),n=1,2,3, ...
x@) =[x@),x@+ 1), x@ —dp), x(z? —dp), x(V —d(@)), x( — hm),

| P —d(9)
x(@ —h).x(9 —h(9)). - Z > x(B).
57 dp—d@w)+1 pgd,
1 0§l 1 i 1
T x(B), x(B)y ————
d@) —d;+1 i) I + 1 Plieais h—h@®) +1
¥ —h(v) 1 O —hpy,
x 2 xB), PTE ST 72 x(B), Bs(®), h(x(¥))],
p=0—h B=0—h(1)
x1 (@) =[x@), w@)],
x(@ + 1)
D1 = dy Zﬁ —p—q X(B) —x (@ — dl) ,
d3 Z;} 19 d(,;)x(,B) x(0 —d@)) +dj3 219 d(ﬁ)x('B) —x(® —dp)
x (1)
vy = Ay Yoy g ¥(B) —x(D)

3 Y i gy XB) = x (@ —dp + dr 57500 x(B) — x (@ — d(®))
di=dj+1,dy=dy, —d®)+1,d3 =d®) —dj+ 1,hjp = h — hp,
dip =dp —dj, R1 =diag{R1,3R1}, Ry = diag{R2,3R;},
R4 =diag{Rg, 3R4}, Rs = diag{Rs, 3Rs).

Theorem 1 For given scalars dn, > d; > 0, h> hypy >0,0>0,n,6 >0, >0
and control gain matrix K, the system (21) is asymptotically stable if there exist
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positive symmetric matrices P, Q1, Q2, Q3, Q4, R1, R2, R4, Rs and any matrices
G1, G2, T, S, matrix Q of compatible dimensions, such that the following inequalities

are satisfied:

where

[T eiGTBK 2GIBK

E=ly _ar 0 <0, (23)
| * * —erl
(R, T
B Rz} >0, (24)
[Rs S
B RJ >0, (25)
8
oy
i=1
T =e2TPe2 — d3e1T1Pe4 + eSTPe4 — dzelToPe4 — eZPd3e11 + e{Pes
— el Pdrero + el Pey — el Pey + dzel, Pes + ef Pdsers — el Pes
+ el Pdyerg — €3 Pes + drejyPe3 — el Pes,
Ty =e] Qre1 + €3 Qre3 — €3 Q1e3 — e] Qreq, T3 = €] Q3e1 — e Q3eq,
Ty =e{ Qae1 — €] Qae7, Ts = djle] Riez — 2] Rier + ef Riei]
+ dzh[ezT Rzer — 282T Rzey + elTRzell + 01 + 67,
%o =h%1 [e2TR4e2 — 282TR481 + e{R4el] + 63,
Ty =h%2[eZTR5e2 — ZezT Rseq + e{Rsel] + by,
Ts =2G1T[elTe2 + elTAel + elTAdes + elTBKes + elTBKels
+ el n(W)BKeigl +2Gh [e] ez + €1 Aer +e) Ages + el BKes
1riT+ 1T Ta
+e; BKeis+e3n(9)BKeigl +¢; 'eg A" Aeg + €5 'efsA” Aeys.
Proof Consider the following LKF:
;
V@) =) Va®), (26)

n=1
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Vix(®) = IT(9)PT (),

9—1 V—d;—1
e = Y. T@exB+ Y. xT B 0P,
p=0—d, B=0—d,
-1
zax@) = Y xT(B)Qsx(p).
B=0—hp
-1
Vi) = Y xT(B)Qax(B),
B=0—h
—1 -1 —1—-d; 9-1
Vs =di Y. > AxTOORAx) +d Y Y AxT()ORyAx(y),
B=—diy=0+p B=—dp y=0+p
—1 -1

Ve @) =hm Y. Y. AxT(B)R4Ax(B),

y=—hm p=0+m

—hm—1 -1
Vi@ =hiz Y, Y. AxT(BRsAx(B).
y:—}_l ﬂ:l9+m

Subsequently, by determining of V, () forn = 0, 1, 2, 3...7 and applying expec-
tation of these difference, we can get

AVi(x (@) =] PY1 — D] PV2 = x" @)Tix (). 27)
AV (x(®) =xT (@) Q1x(®) + xT (¥ — d)) Q2x (¥ — d))
—xT @ —d) Qux(® — dp) — xT (9 — dy) Q2x (¥ — dy),
=x" () Tax (), (28)

AV3(x () =xT () Q3x (@) — xT (9 — hw) Q3x(® — hw) = xT (N T3x (D),
(29)

AVy(x(®)) =x" (@) Qux(®) —xT (@ — ) Qax (@ —h) = x " (N T,x (), (30)
diAXT ()R1Ax(9) + djp AxT () Ry Ax (8)

AVs(x(®) = —di Y354 DxT (B)YR1AX(B) 31)
~din 52574 AxT(B)RaAX(B).

By applying Lemma 1 and Lemma 2, the summation terms in (31), we can get

9—1 T
—a Y AxT(ﬂ)Rle(ﬂ)f—[ “r—es ]R]I: o1 }591,

e1+e3 —2e e1 +e3—2e
Pl 1 3 9 1 3 9

Y—1—d;

—di Y AxT(B)R2Ax()

B=0—dy,
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B—1-d(}) P—1—d;

=|—dn Y. A BRAxB)—din Y. AxT(BRAx(PB) |,

B=0—dy B=0—d(®)

< _dl—h és —ée4 TR es —eyq _L
| dp,—d®) |es+es—2ey 2 les +eq — 2en0 d(®) —d;

[ e3—es e3 —es
X | e3 + e5 — 2611:| Ra |:63 + e5 — 2611:|] ’
[ es—ey T es — ey
-_ es +eq4 — 2eyo |:R2 T] es +eq — 2eq9 <0,
- e3 —es * Ra ez — es -
| e3 +es5 — 2e11 e3 +es5 — 2eqq
AVs(x (@) =x" () Tsx (), (32)
o1
AVs(x(®)) =h% AxT () RgAx (D) — hpy Z AxT (B)RsAx(B). (33)
B=0—hp

By utilizing Lemma 1 and Lemma 2 the summation terms in (33), we can get

-1
—hw Y AxT(B)RaAX(B)
y=0—hy
e1 — e €1 — €6
=- [81 + e — 2812} 4 |:81 + e — 26’12:| = 64,
AVe(x (@) = xT () Tex (@), 34
ﬂ_hm_l
AV7(x(¥)) = h%z AxT (9)RsAx (D) — hia Z AxT(B)RsAx(B).  (35)
B=0—h

Similarly from Lemma 1 and Lemma 2 the summation terms in (35), we can get

O—hy,—1
—hiz Y AxT(B)RsAx(B)
B=0—h
U—h()-1 O —hpy—1
=|-hnn Y. AT(BRsAxB)—hi Y. AxT(B)RsAx(B) |,
p=0—h B=0—h(®)

- hi2 eg — e7 eg — e7 _ hi
T h—h@) |es +e71—2e13 les+er—2e13]  h(W) — hm
T
€6 — €3 €6 — €38
X [86 + eg — 2614i| Rs |:86 + eg — 2814i| ’
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eg —e7 ’ eg — ey
eg +e7 — 2eq3 Rs S ||es+er—2e3| _ 0
eq — ég * Rs e — eég =
e+ eg — 2eqq e + eg — 2eq4
A7(x (@) =x" (@) Trx ). (36)

Moreover, for any compatible matrices G1 and G, the following relation can be
derived from system (1)
0=Symlx” (#)G1+x" @ + D)G2ll—x(@® + 1) + Ax(¥) + Agx(® — d(D))
+ BK(I + Ag[x (@ — h(D)) + Bs(D)] + n(@) BKh(x(¥))],
0=x" () Tsx (@), (37)

for the positive scalars €] and €3, the following inequalities are directly obtained

2T (0)GT KA x(® — () < eix” (9)GI BKKT BT G1x(v)
+e7'xT® —h@)ATAx(® — h(®)), (38)
26T + DG KA () < exT (9 +1)G] BKKT BT Gox (9 + 1)

+& B AT A, (9)). (39)
Thus, AV () is expressed as
AV ()
<xTNIT +e1e1G]{ BKKT BT G1e] + c262G3 BKKT BT Gael 1x (9).
(40)

Using the Schur complement on (40), we get AV () < 0, which means that the
system (21) is asymptotically stable. O

Remark 2 1In this work, a simple LKF is developed without introducing complicated
LKF-like triple-summation terms. The lemmas applied to proposed method can pro-
vide some better results for Theorem 1. Furthermore, Theorem 2 is motivated by
Theorem 1, and we design a resilient ETC to achieve the asymptotic stability of the
closed-loop system in the presence of quantization and deception attacks.

3.1 Resilient Event-Triggered Controller Design:

It is noted that the modelled controller’s arguments in earlier literature works may
have been extremely delicate or sensitive to different variations in the feedback gain.
The subsequent control concept is being used to frame a gain for feedback control.
The ETC framework for DTS will be covered in the ensuing Theorem 2. Additionally,
the control gain can be represented as K + A K. Here,

AK =HS$ ], 41)
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where, H and J are known matrices and § is unknown matrix, that unknown matrix
satisfies 87 8 = I. Consider the system operating with a resilient ETC strategy

x(®+ 1) = Ax(®) + Agx(® — d(®)) + Bu(®),

42
u(@) = KU + Apx(@ — h(@) + Bs(D)] + n(D)Kh(x()). (2

Theorem 2 Forthese scalarsd;, dy, b, hp, €, €1, €2, 1, P, Na» Np and the system (42)is
asymptotically stable and with the help of the event triggered controller (17), if there
exist positive definite symmetric matrices P, Ql, Qg, Q3, Q4, Rl, Rz, R4, R5, Q. K, G,
and any matrices T, S, X satisfy the following LMI condition:

1
>

& M, rlaNlT M, nszT
* —ngl 0 0 0
¥ x  —n,d 0 0 <0, (43)
* % * —npl 0
* % * x  —npl
(R, T
- | >0, 44
| * R2:| - “@4)
[Rs S
= >0, 45
| * R5:| - “45)

where,

A E1 E2| o - -
El1sx18 = |: . = ],:-1 =1lgx9, E2 = Loxg, E3 = Hoxo,

ln=—P+ Q1+ Q3+ Qa+d’R +d,Ry — Ry —3R, + h2 Ry — Ry
— 3Ry +h3,Rs + 2AG, liy = —d}, Ry — d} Ry — h2, Ry — h3)Rs — G
+€AG, ;3= —3R1 + Ry, lis = A4G, li¢ = Ry — 3R4, Lig = BX,

lg =6Ry, 1y = P + d} Ry + d},Ra + h2, Ry + h}, Rs — 2¢G, s = €A4G,

Ly =eBX,l33=—P+ Q2 — 01— Ry —3R1 — R, — 3R,,

ly=-T+T —-T-T,lzs=—P—-T—-T—-T—T+ R2—3Ra,

I3 =6R1,lss =P — 0y — Ry — 3Ry, lys=P+ Ry — 3R, — T+ T - T
~T,lss=Ry+T —-T 3R, +T+T+T—-T—-R,—T—-T
— 3Ry, les = — 03 — Ra —3Rs — Rs —3Rs,lg =S+ 85— § - §,

legs=Rs —3Rs —S—§—8S—8,1;7=—04— Rs —3Rs,l;s=—S+ 8§
+8—S+Rs—3Rs,lsg=—Rs+S+S—3Rs—S—S+5-8§
—Rs+S—S—3Rs+pR,logg =—12Ry,
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L3 =6R4, L1 = BX, Ly7 =7BX, L1g = ¢;BX, Lys = ¢BX,
Ly =efiBX, Ly = 2BX, L3 = P +2T + 2T, L3; = P + 6R;,
Ly=—P+6Ry, Lyp=—P +2T +2T, Ls; = 6Ry — 2T + 2T
Lsy =6Ry + 2T + 2T, L¢3 = 6R4, Les = 2S + 28, L¢s = 6Rs,
L74 =6Rs, L7s = —28 + 2§, Lgg = —28 + 25 + 6Rs, Lgs = —25 + 2§
4+ 6Rs, Lgg = @p, Lyy = GTAT, Lgg = GTAT | Lgy = GT AT,
Hyy = — 12Ry, Hiy = —4T, Hy = —12R;, H33 = —12Ry4, Hyy = —12Rs,
Hys = — 4S, Hss = —12Rs, Hes = p2 — @, Hy7 = —1, Hgg = —¢ 1,
Hyg = — 1.
Furthermore, the required resilient event-triggered control gain can be derived by
K =XxG!
Proof To reformulate the inequality (23) by K = K+ A K, we obtain following result,

E + M;Ny + NFsTMT 4+ MpsN, + NTsTmiT, (46)

where

M; =[0..0 BH, 0.0, BH, BH7j, BH, 01", N; = [GT J, 0..0 ],
—~ —~ =~
Ttimes G6times 17times

M, =[0..0, BH 0.0, BH, BH7,0, BHI",N; = [0,G} J, 0..0 ].
<~ <~ <~
Ttimes 6times 16times

Moreover, equation (46) together with Lemma 3 implies the scalars 1,4, np > 0,
satisfying

E + 0, 'MUMT + 0 NTNg + ) 'MME 9, NN, (47)

then, using the Schur complement, it is easy to see that

[n]

M; n,NT M, n,NT

x —ngl 0 0 0

x  x  —ngd 0 0 , (48)
* % x  —npd 0

* ok * *  —npl

the remaining proof can be established by employing a similar procedure to that used
in Theorem 1. Define

Gi=G1,G;=¢G"1, X =KG,P =G"PG, 0: =G" 0,G,
02=G"0,G. 03 =G" 03G. 04 = G" Q4G. R, = G'R,G,
Ry =GTR,G, Ry = GTR4G, Rs = GTRsG, @ = GTQG,
T=G'TG, S=G"SG.

(49)
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Condition (43) follows from (48) by apply the congruence transformation with respect

to the diagonal matrix diag { G, G, G, I, I, I1,1,1,1 ¢ . O
——

16 times

Remark 1 re3Resilient control strategies have been proposed for nonlinear discrete-
time state-delay systems and singular networked systems with random packet losses,
where LMI-based conditions are derived to guarantee stability and robustness against
uncertainties [17, 28]. In contrast, the resilient event-triggered control (RETC) with
the passivity approach is developed in this paper. Generally, the RETC presents better
dynamic performance of the closed-loop system and reduces the amount of controller
updates and lessing the network communication than the other controller as shown in
the numerical example section. The result in Theorem 3 fills the gap on the RETC of
DTS under passivity disturbance.

3.2 Resilient Passivity Event-Triggered Controller Design:

The system is investigated in the context of a resilient passivity event-triggered control.

x(@ +1) = Ax(®) + Agx (@ — d(®)) + Bu(®) + Fw(®),
u(@) = KU + Apx @ — h(@)) + B (D] + n() Kh(x(¥)), (50
y(®) = Dx () + Ew (D).

Theorem 3 For these scalars dj, dy,, ﬁ, hp,,€,€1,€,0,p,d Nq, Np and the system
(50) is passive with event-triggered controller (17) if there exist positive symmetric
matrices P, Q1, Q2, O3, Q4, R1, Rz, Ry, Rs, @, K, G and any matrices T, S, X
satisfy the following LMI condition

[T My noNT M nNT
* _nal 0 0 0
O =|x% * _nal 0 0 < O’ (51)
X ok * —mpl 0
L* Ok * *  —npl
_7—2'2 T
LA 52
” Rz] > (52)
Rs S
= >0 53
| * 'R,si| - Y
where,
A T T
T= |:*1 Tﬂ , Ti = Moo, To = Noxio, T3 = Ojoxio,
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Mit=—P+ Q1+ 03+ Qs +d’Ry +d,R2 — Ry — 3Ry + 12 Ry
— Ry —3R4 + 1, Rs +2AG, My = —d}, Ry — di Ry — h’, Ry
—h},Rs — G +€AG, Mi3 = —3R1 + R1, M5 = A4G,
Mg =Ry — 3Ry, Mg = BX, M19g = 6Ry, My = P +d? Ry +d’, R>
+h2, Ry + h3,Rs — 2¢G, Mas = €AgG, Mag = € BX,
M33=—I_’+Qz—Ql—Rl—Sﬁl—R2—3R2 Mzyy=-T+T—-T-T,
Mizs=—P—-T—-T—-T-T+Ry—3Ry, M39=6R;, Mgy =P — Qz
—Ry—3Ry), Mys=P+Ry,—3R,—T+T —-T—-T,Mss =—R;

+7T— T—3R2+T+T+T T — R2—T— —3R2,
M66=_Q3_R4_3R4_R5_3R5sM67=S+S_S_59M68:R5
—3R5—S—S—S—8S, My = —Q4—R5—3R5,M78=—§+§

+S—S+R5—3R5,Mss:—R5+§+§—3R5—§—§+§
—S—R5+§—.§—3R5+pfl,/\499= —12R1,
N1z =6R4, N1 = BX,N17 = iBX,Nig = F — DG F
N =€1BX, Nag = €eBX, Nz7 = €iBX, Nag = €F, N32,10 = e2BX,
N3t =P +2T +2T, N3z = P+ 6Ry, Ng1 = —P + 6R3,
Ny =—P+2T +2T,Nsy = 6Ry — 2T + 2T, Nsp = 6Ry + 2T + 2T,
N3 =6R4, Ngg = 28 + 28, Ngs = 6Rs, N7g = 6Rs, N7s = —25 + 28,
Nss = —28+285 + 6Rs, Ngs = 25 + 28 + 6Rs, Ngs = 2p, Ng7 = GT AT,
Nag =GTAT, N 10 = GTAT,
O11 =— 12Ry, O1p = —4T, Oy = —12R>,
O33 = — 12Ry4, Og4 = —12Rs, O4s = —4S, Oss = —12Rs, Ogs = pR — L,
O =—1,088 = —2E —a, Og9g = —€11, Oy9,10 = —€21.

In addition, a resilient event-triggered controller gain be achieved by K = XG™1.

Proof With the LKF adopted in Theorem 1 and equation (47) of Theorem 2 by apply-
ing a similar proof technique, utilizing the Schur complement Lemma, conditions
of (49), and applying the congruence transformation with respect to the diagonal

matrix diag 1 G, G, G, 1,1,1,1,1,1,1 ;. Moreover, we can obtain the follow-
——

. . . 16times
ing inequality

AV (x(®) = 2y" @ w®) — e ) B@) < x{ @)Ox1(D), (54)
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we get @ < 0iff (51) hold.

AV (x(®)) —2yT @) w(®) —aw! ()W () < 0. (55)

By summation, the above expression over the interval [0, ¥] and taking zero initial
conditions, the condition below is derived:

g g ¥
2Y Y Ow@) =) AVE@D) —a Y @ (Hwi), (56)
i=0 i=0 i=0
¥
=VE@+ D)+ VEO) —ay o’ (i),
i=0

24
=VE@+ 1) —a) w" OB,

i=0

9
>—a)y ' ()w). (57)

i=0

As the above relation meets the Definition of passivity, the system (50) is passive. This
concludes the proof. O

Remark 3 Generally, the quantization scheme, Event-triggered control, cyber attack,
and passivity disturbance play a main role in this study. It’s noted that the authors of
[20] investigated the passivity and asymptotic stability of DTS with saturation and dis-
turbance under LKF and LMI. The work presented in [14] explored quantization and
ETC of a discrete-time neural network with a deception attack based on synchroniza-
tion. In [22], the authors are focused on resilient sampled data control, a missing data
scenario with the LKF approach, and a sufficient condition in terms of LMI. In [30],
the authors proposed an event-triggered transmission scheme, a switching system with
a delayed scheme based on a feedback controller and exponential stability. The model
considered in the present study is more practical than the above literature [14, 20, 22,
30]. We consider quantization, ETC, passivity disturbance, and stochastic deception
attack of a discrete-time system. Due to the many real-life applications, the combined
study of passivity and quantization ETC to the system model is more important. The
purpose of this study is to establish asymptotic stability conditions of this proposed
system by applying the LKF and event-triggered communication scheme. An event
will be triggered to update the event-triggered controller when its magnitude reaches
the prescribed value. Hence, the comprehensive analysis of the proposed control strat-
egy in the presence of multiple challenges demonstrates the system’s relevance and
applicability to real-world scenarios.
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4 Numerical Examples

In this section, we provide four numerical examples, in that one real application exam-
ple there. These examples are in order to test the effectiveness and performance of our
proposed method. An overview of the resilient control design process is provided as
a flowchart in Figure 2.

Example 1 Let us examine the DTS (50) associated with

[ 0.13 0.01 0.29 0.18 253 1.24
4= 02 0.04} Aa = [—0.09 0.21} D= [—1.53 1.54] ’

[—0.62 —1.12 2.252.29 -0.16 0
B=112 13 }E - [2.01 1.01]’F =[ 0 —0.11}’

7— 10],H=|:_0'54 0 :|“]=|:O'01 0 i|7

01 0 —0.93 0 —0.03
~r [10] ~7 _[0.01 001
A =lo1"* =|-01001]

This example determines the largest allowable delay d;, for which the system is
strictly asymptotically stable. Using MATLAB LMI toolbox and by taking d; =
0.1, dp = 0.3, hy, =03, h =07, « = 02, p = 0.6, 7 = 0.3 with the
above parameters, the LMI conditions of Theorem 3 are examined. For simulation
purposes, the exogenous disturbance is assumed to be w () = 0.5 sin(®)e 017 We
can obtain the associated control gain matrix together with the triggering parameters

as follows

0.0013 0.0014 0.0016 0.0054 —0.0248 0.8609

0 = 1.3794 —0.0520 R — 0.0175 0.0020 Re — 0.2489 0.0036
27 -0.0520 0.5970 |* ™4~ [0.0020 0.0089 |* ™5 T |0.0036 0.1987 |

K — |:0.0019 0.0012:| Q= |:0.0112 0.0016] 01— |: 2.0236 —0.0248j| ’

The figures below depict the simulation outcomes of the DTS (50)when controlled
through a quantized event-triggered mechanism scheme by deception attack condi-
tions. The state trajectories x1 (9), x2 (¢}) without deception attacks (7 = 0) provided in
Figure 3(a) from xo = [—-0.5, 217, the states converge to zero by ¢ ~ 180, faster than
with attacks, demonstrating the nominal operating behavior of the ETC scheme. Fig-
ure 3(b) presents the state trajectories x1 () and x,(¥%) implemented with ETC during
deception attack conditions (7 = 0.3). Initial condition starting from xo = [—0.5, 217,
the states converge to zero by ¢ ~ 200 with attack instances 55. The figure highlights
the robustness of the system when subjected to deception attacks.

The control inputs u1 (%) and uy (%) without deception attacks (7 = 0) illustrated
in Figure 4(a) . The inputs converge to zero at ¥ = 200, showing steady control
behavior with event-triggered updates in the absence of attack disturbances. Figure
4(b) demonstrates the control inputs u 1 (¢) and u» (¢) with deception attacks (i = 0.3).
The inputs, beginning from non-zero initial conditions, the states gradually stabilize at
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Fig.3 State Response Curves without and with Attacks for Example 1

3 2 co-am o ©—q
—_—u,(9) (] Th I [N N gmmn n
2l —u,(¥)|] 1.5 1 (AN IR NINN ([N N
0 I —u,®)
—_ - 1 —_—
=, ] S Il 11 u,(9)
=1 =1 0.5 I IMY 1] jl 111 m|— © Attack Instances
oy 1 Nl REnamn n
of —— 0
-1 -0.5
1] 50 100 150 200 0 50 100 150 200
Time Time
(a) without attack (b) with attacks

Fig.4 Control Input Responses Without and with Attacks for Example 1

zero with 55 attack instances from y = 0 to y = 2, examining attack effects on control.
Figure 5(a) compares quantized and actual state trajectories x1(¢}) and x () with
deception attacks (7 = 0.3) in two subplots. Actual states (blue, solid) and quantized
states (red, dashed) converge to zero, demonstrating effective quantization despite
attacks. Figure 5(b) represents the phrase portrait. Figure 6(a) presents the distribution
of release intervals for the ETC and Figure 6(b) represents attack intensity.

Figure 7(a) shows the time varying delay d(¢). Graphed as a blue line, the delay
varies between 1 and 3 steps randomly, presenting its effect on system dynamics by
the robust controller. Figure 7(b) depicted the network-induced delay % (2}). Plotted
as a red line, the delay varies between 1 and 2 steps randomly, demonstrating the
effects of network dynamics on state propagation in an event-triggered system. Figure
8(a) displays the nonlinear attack function elements % (¢), and 1> ('), with deception
attacks (7 = 0.3). The elements stabilize to zero, with 71 attack instances from
y = —0.04 to y = 0.1. Figure 8(b) visualizes the Bernoulli distribution 1 () € {0, 1}
for deception attacks (7 = 0.3). A plot shows 71 attack occurrences, highlighting
the random nature of attack events. Figure 9 provides sensitivity analysis of state
norm, which depends on various values of p, 17, A4, and /. Figure 10 demonstrates
sensitivity analysis of the triggered interval, which also depends on different values
of p, 1, Ay, and hy.
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Fig.5 The Quantized vs. Actual states (with attacks) and Phrase Portrait for Example 1
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Fig.6 Event-triggered Release Intervals and Attack Intensity for Example 1
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Fig.7 Variation of Variable Time Delay d(¢) and Network-induced Delay /(%) with Attacks for Example

1

Example 2 Let us examine the DTS (50) associated with

[ 02 030 0.05]
A=|-0.05 0.15 0.01
| 0.01 —0.030.10 |
[ 0.1 0.06 0.02 ]
B =|-0.020.01 —0.01
| 05 0 003 |

,Ag =

9D:

0.02 0.01 O
0.6 —-0.03 0.6 |,
0.01 0 0.02
0.3 0.1 0.01

0 04 05 |,

0 0.02 0.3
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Fig.8 Nonlinear Function h(x (%)) (Attack Occurrences) and Bernoulli Distribution 1 (%) with Attacks for
Example 1
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Fig.9 Sensitivity Analysis of State Norm for Example.1

[0.05 0.1 0 01 0 0 010 0
E=[02 02001, F=[0 —010|,H=|0030 |,
| 0.1 0.150.08 0 0 0.1 0 0 04

[0.10 07 100
J=10040]|, AT=]010
| 0 003 001

To exhibit the effectiveness of the proposed approach, we take d; = 0.1, dj =
0.02, h, = 0.1, h = 0.3, p = 0.01, v = 0.1. For the purpose of the simulation,
the external disturbance is considered to be w(3) = [10 % (0.5)?, —10 % (0.4)?17.
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Fig. 10 Sensitivity Analysis of Triggered Interval for Example. 1
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Fig. 11 State Response Curves with and Without Attacks for Example 2

Solving these conditions by Theorem 3 and using MATLAB toolbox, the ETC gain
K, and appropriate trigger matrix 2 from Theorem 3 are as follows

0.9123 —0.0231 0.1844 0.2275 —0.0018 0.0083
K =|-0.1052 0.8119 —0.0567 |, € =|—0.0018 0.2471 0.0050
0.0203 —0.0192 0.9044 0.0083 0.0050 0.2472

The following figures present simulation results for a DTS 50 with quantized ETC
under deception attacks. Figure 11(a) shows the state trajectories x1(¢), x2(¥), and
x3(9) under ETC with deception attacks (77 = 0.3). Starting from xo = [—0.5, 2, 117,
the states converge to zero by ¢ &~ 60, with attack instances (30) fromy = 0toy = 2.
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Fig. 12 Control Input Responses with and without Attacks for Example 2

Fig. 13 Event-triggered release 15
intervals for Example 2
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Fig. 14 Variation of Variable Time Delay d () and Network-induced Delay /(1) with Attacks for Example
2

The plot demonstrates the system’s robustness to attacks. Figure 11(b) displays the
state trajectories x1 (%), x2(¢), and x3(¢) without deception attacks (7 = 0). From
xo = [=0.5,2, 117, the states converge to zero by ¢ & 50, faster than with attacks,
showing nominal performance of the ETC. Figure 12(a) presents the control inputs
u1(9), uz (), and u3 (%) with deception attacks (7 = 0.3). The inputs, starting from
non-zero values, converge to zero as states stabilize, with 30 attack instances from
y = 0to y = 2, highlighting attack effects on control. Figure 12(b) shows the control
inputs u1(9), u2 (), and u3 () without deception attacks (7 = 0). The inputs converge
to zero by ¥ & 50, reflecting smooth control action with 30 event-triggered updates
and no attack perturbations.

@ Springer



Circuits, Systems, and Signal Processing

— ] |
3 o1 Actualx1(z9)
><,_ , = = Quantized x1(19)

_1 Il Il Il Il Il Il Il Il Il
0 20 40 60 80 100 120 140 160 180 200

Time

2 I I I
Actual X2(19)

N— 1 X -
V] = = «Quantized x2(19)
= ) | | ‘ ‘ ‘ ‘ ‘ ‘

0 20 40 60 80 100 120 140 160 180 200

Time
1
53 1 Actualxs(ﬂ)
~ Or = = «Quantized x3(19)
x

_1 Il Il Il Il Il Il Il Il Il
0 20 40 60 80 100 120 140 160 180 200

Time

Fig. 15 Quantized vs. actual states (with attacks) for Example 2
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Fig. 16 Nonlinear function 4 (x(¢})) and Bernoulli Distribution 7 (%) (Attack Occurrences) with attacks for
Example 2

Figure 13 illustrates the release intervals for the event-triggered mechanism. Figure
14(a) depicts the variable time delay d(¢). Plotted as a blue line, the delay varies
between 1 and 5 steps randomly, illustrating its impact on system dynamics under the
robust controller. Figure 14(b) shows the network-induced delay %4(?). Plotted as a
red line, the delay varies between 1 and 3 steps randomly, reflecting network effects
on state transmission in the event-triggered system. Figure 15 compares actual and
quantized state trajectories x1(¢), x2(9%), and x3(3%) with deception attacks (n = 0.3)
in three subplots. Actual states (blue, solid) and quantized states (red, dashed) converge
to zero, demonstrating effective quantization despite attacks.

Figure 16(a) displays the nonlinear attack function components /1 (), h2(%), and
h3(¥) with deception attacks (7 = 0.3). The components converge to zero, with 30
attack instances from y = —0.1 to y = 0.1.Figure 16(b) visualizes the Bernoulli
distribution n() € {0, 1} for deception attacks (7 = 0.3). A plot shows 30 attack
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Fig. 18 Analysis of triggered interval for Example.2

occurrences, highlighting the random nature of attack events. Figure 17 shows sensi-
tivity analysis of state norm, which depends on various values of p, 17, Ay, and hy.
Figure 18 represents sensitivity analysis of the triggered interval, which depends on
different values of p, 17, A4, and hy.

Example 3 Consider a stirred tank reactor system [13] for analysis. Where chemical
species L act to form species O : L — O. Illustrated figure 19 is the system’s physical
configuration. Zy; denotes the input concentration of the key reactant L, Z; represents
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(4R
Pure L with Z,, Mixture of L and O with Z,
Cooling medium — L — 1 T
with temperature f;
Stirrer

Fig. 19 A CSTR Model [13]

the output concentration of L. T is reaction temperature, T. represents cooling medium
temperature. By choosing the state and input variables as

x—ZAL U= 1.
Tz’

by applying the discretized procedure with sampling period, the discretized state space
model with the output signals y (i) are outlined below (A; = 0).

[0.9719 —0.0013 —0.0839 0.0232
9+ 1) = 9 9
Y@ +D= 0034 0.8628 }x( )+|:0.0761 0.4144} u(@®)

—0.0839 0.0232 | _
w(D), (58)
0.0761 0.4144

(10 05|
y@) = _0 0:| x(¥) + [0‘03 w(?),

To illustrate the performance of the proposed approach via a practical system. We
assume that i, = 0.01, & = 0.03, « = 0.1, p = 0.12. The ETC gains K, and the
triggering matrix €2 is determined by solving the conditions described in Theorem 3
LMIs with (A4 = 0) assisted by the MATLAB toolbox as follows.

K — |: 0.4135 —0.0096] @

2.9665 0.0872
—0.0183 0.0617 '

0.0872 3.6937

The following figures represent the simulation outcomes of the DTS (58) operating
under quantized ETC at the presence of deception attacks. Figure 20(a) shows the state
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Fig. 20 Behavior of states x1 (%), x2 (%) and control inputs u1 (), u () for Example 3

Fig.21 The Quantized vs. actual
. Fevrre)
states (with attacks) for Example -~ Guantized x,(0)
3
o] 50 100 150 200
Time
—_— 2 -
3-2‘ oF \, AN
>
-2
o] 50 100 150 200
Time

trajectories x1 (1)), x2(¢) initial condition [—0.5, 2] with deception attack n = 0.1
converges to zero. Figure 20(b) represents the state trajectories x1 (), x2(¢}) starting
from [—0.5, 2] without deception attack converges to equilibrium point.

Figure 20(c) control inputs u1 (¢), u» () have non-zero initial values with deception
attack n = 0.1 converges to zero. Figure 20(d) addresses control inputs u1 (), u2 (%)
starting from non-zero values, converging to zero without deception attack. Figure 21
presents quantized and actual state trajectories. Quantized states are varied from actual
state trajectories. Figure 22(a) shows the norm of the state vector, that converging to
the equilibrium point. Figure 22(b) explains the norm of control input trajectories.
Figure 22(c) shows ETC release intervals. Figure 22(d) represents trajectories of a
non-linear function.
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Fig. 22 (a) Norm of states; (b) Norm of control inputs; (c) Event-triggered release intervals; (d) Behavior
of non-linear function of Example 3

Table 3 Triggered Rates for

.1 2 . 4 .
Example 4 P 0 0 03 0 05

Triggered rate 22 % 15.5 % 13.5 % 11.5 % 9 %

Comparison Results:

Example 4 Let us examine the DTS (50) associated with

_[1+0.030 0.020 _ [0.00030.0024] .
A _[ 003 02 } +Ad = [0.0012 0.0012} D =[0054],
g _[0:2500.150] . [0.150 0.050

Tl 05 04 "7 T[005 o1

In this example, we assume that d = 3,d, = 4, ® = 0.05. Based on these
parameters, the LMI criteria in Theorem 3 with E = 0 are evaluated, from which the
related control gain matrix and triggering parameters can be derived as follows.

K — 8.8784 0.3253 Q. 1.0473 0.2136
~10.0128 0.3283 | ™ 7 [0.2136 1.5477 |~
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Table 4 Feasible comparison
under @ for Example.4 ® 0.05 0.06 0.07
[16] v/ X X
Our work v v v
Table 5 Maximum allowable
16 E le 4
delay dj, with dj = 1 for L16] xampe
Example 4 dy=2 dy =4
Table 6 Minimum allowable
16 E le 4
delay d; with dj, = 4 for [161 xampe
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Fig. 23 State response curves without and with attacks for Example 4

Remark 4 The Table 3 represents triggering rates for different parameter p. The param-
eter increases (0.1 to 0.4), the triggering rates decrease (24.5% to 14%), indicating
a reduction in communication transmissions. The Table 4 examines the feasibility of
the stability conditions for different values of the parameter ® (0.05, 0.06, and 0.07).
The proposed LMI conditions remain feasible for ® = 0.05, 0.06, 0.07, demonstrat-
ing robustness. The Table 5 provides that with d; = 1, the proposed method allows a
larger maximum delay d;, = 4 compared to 2 in reference [16], indicating reduced con-
servatism. The Table 6 presents that with d, = 4, the minimum allowable delay bound
is improved compared to [16], further Figs. 23, 24, and 25 represents the state trajec-
tories, control input responses, and the event-triggered release intervals for Example
4.

5 conclusion

In this paper, we have proposed a general class of approaches to tackle the problem
of preserving passivity against disturbance under quantized event-triggered commu-
nication in delayed discrete-time systems subject to deception attacks. To lower the
communication rate and the burden of the network, an event-triggered policy and a
logarithmic quantizer were applied. Quantization and event-triggering/cyber attacks
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Fig. 24 Control input responses without and with attacks for Example 4

Fig. 25 Event-triggered release 10
intervals for Example 4
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were taken into account at the same time, both considered in an atomic control frame-
work. Through constructing a proper LKF, sufficient conditions in terms of LMIs were
derived to guarantee the asymptotic stability and passivity of the system. An ETC law
was also developed by remote centralized control for stable operation with the aid of
event-triggering in the presence of communication constraints. The effectiveness of
the proposed method is demonstrated by four numerical examples, which illustrate
that the system stability as well as the passivity can be preserved successfully with
much reduced communication. These results demonstrate the application feasibility
and enhanced performance of the proposed control scheme. The limitation of the
proposed method is Lemma 1 and Lemma 2, which increases the computational com-
plexity. Nevertheless, Lemma 1 and Lemma 2 are introduced in certain cases to obtain
more admissible solutions and enlarge the feasible solution region. The controller feed-
back matrices are calculated from the feasible solutions of the corresponding LMIs
whenever the proposed conditions are feasible. It is worth noting that the results of this
paper are compared with the existing ones in the literature. The proposed method can
also be applied to more challenging problems, such as filtering and observer design, as
well as systems with external disturbances including dissipativity, passivity, and Huo
performance. Additionally, the possible extension of the presented work to switched
systems, discrete time Markovian jumps neural network, and synchronization for a
discrete time power system.
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